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John Sileo 
CEO, The Sileo Group 
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THE CYBER BLACKLIST
Top Threats & Countermeasures for Data Security

sileo.com

Who are you?

john_sileo



Over 37,610,000 anonymous members!

HACKED



           BUT

Humans are the Bankers.

Data is Currency…
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Cyber 
     blackmail

The use of illegally obtained data to influence 
organizations, manipulate people, extract  
a ransom or otherwise change behavior.

90%
Successful Attack Rate

 

Breach Analysis



Leadership  
LessonsSecurity must have a Seat of Power in the Boardroom (CISO)

Don’t fail to Leverage Early Mistakes to avoid a sequel

Failure of Culture: CEO emails/phishing/filenames = FIRED

Don’t taunt Unstable Dictators with Unflattering Movies

If 3rd-Party Access, take pro-hacktive and contractual control 

Is your reflex to Judge the Breached or learn from them?

“While technical upgrades are 
important, minimizing human 
error is even more crucial.” 

$12.7 M



Social 
Engineering

The art (& science) of 
human manipulation.

@john_sileo

HOGWASH!
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Authority

Humor

FEAR
Urgency

Greed

Reciprocity

HOGWASH! VERIFY.



phishing
Use of social engineering to 
entice you to click a link that 
installs malware or steals data. 91%

Dell Human Element of Security Study

MICRO Spear- 

HYPER-TARGETED!

Anthem Medical Hack: 
System Admin Phishing 



$47M 
UBIQUITY

Business Email Compromise  
Imitating someone in a position of !
power to gain access, info or money.  

1. Facebooks CEO’s travel schedule 
2. Phishes CEO’s email credentials 
3. LinksIn with CEO’s assistant 
4. Imitates CEO in email to assistant 
5. Engineers her w/ “China Crisis” 
6. Receives $47M wire transfer 
7. Retires

CEO-WHALING

Mobile 
hijackers

Things that are “mobile”  
have a tendency to “leave”,  
making control a moving target. 35%

Ponemon Cost of Breach 2013
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Knowing ! Doing.
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hotspot 
sniffers

“Free” Wi-Fi Hotspots are  
commonly “tapped” or  
“spoofed” by hackers. 
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Make Secure Choices the Default.

sileo.com

Nudge Your Culture
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Password 
Crackers
of corporate data breach 
involves this well-known  
& often-ignored threat.76%

Dell Human Side of IT Security

Th3  hi11$  @r3  @1iv3



Cryptolocker 
ransomware
Malware (via phishing) 
that holds data hostage 
until you pay the ransom.



Social (Media) 
engineers

#1 source for social engineering reconnaissance.

A highly-public glossary of private information. 

A platform that rewards oversharing with dopamine.



ECHOSEC.NET

Countermeasures 
Prioritize, adapt and implement sileo.comsileo.com

1. An untrained, unengaged, Socially Engineered employee. 

4. Inadequate Data Encryption at rest and in transit. 

2. A Phishing Attack that installs malware or steals logins.

3. Bad Password Habits and lack of Two-Step Logins. 

5. Mobile Devices w/o passcodes, tracking & App vetting. 

6. Unpatched Systems with improper security configurations.

7. Superfluous Data Collection, retention and improper disposal. 



hacking the humans
sileo.comsileo.com

1. Tap into who they are to gain ownership (Fireflies). 

4. Shift to memorable, sticky training (The Hills are Alive). 

2. Start by making security a selfish reflex (Hogwash).

3. Understand that feeling is believing (Purse). 

5. Build a secure culture by nudging “best” habits (2-Factor). 

6. Raise the bar on social (media) trust (Troop Locations).

7. Leverage resilience as the greatest source of security… 

A leader’s guide to:

Resilience is Security



___ Opt out of junk mail (Sileo.com/1) 

___ Freeze your credit (Sileo.com/2) 

___ Enable financial account alerts

___ Convenience-based shredding

___ Lockable filing & offsite storage

___ Social engineering detection

___ Turn on smartphone passcode

___ Enable remote tracking & wiping

___ Replace wi-fi hotspots w/ tethering

___ H!11$ @r3 a1!v3 quality passwords

___ Enable 2-step logins/authentication

___ 60 minutes in social media settings

___ Automated OS patches

___ Application updating

___ Ubiquitous anti-virus

___ BitLocker encryption

___ FileVault encryption

___ 3rd-party spam filter

___ Default deny firewall

___ Personal VPN

___ Dedicated browser 

___ WPA2+ Wi-Fi security

___ Password Software 

     Enterprise Level
___ User-Level Access

___ External penetration test

___ Enterprise VPN software

___ Mobile Device Mngmnt

___ Acceptable use policies

___ Data Loss Prevention

___ Application white-listing

___ MAC Specific Wi-Fi

___ SSID Masked Wi-Fi

___ Cyber liability insurance
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Sileo’s PrioritizAble
COUNTERMEASURES  

PRIORITIZE        |        ADAPT        |        ACT
CYBER RISK AUDIT

303.777.3221                              Sileo.com
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